
PROFESSIONAL PRACTICES 

Assignment # 3 solution 

Q1. Implications of Computer Misuse Laws on Cybersecurity Practices 

Introduction: 
Computer misuse laws are essential to maintaining a secure digital environment by defining 

acceptable behaviors and penalizing malicious activities. They aim to protect individuals, 

organizations, and governments from cybercrimes while ensuring the ethical use of technology. 

Key Implications of Computer Misuse Laws: 

1. Improved Cybersecurity Measures:  
These laws require organizations to implement robust cybersecurity practices, including 

encryption, firewalls, intrusion detection systems, and regular security audits. 

Compliance reduces the risk of breaches and ensures data confidentiality. For example, 

under the Computer Misuse Act (1990) in the UK, unauthorized access to data is a 

punishable offense, motivating organizations to secure systems effectively. 

2. Encouragement of Ethical Hacking:  
Ethical hacking is promoted to identify vulnerabilities without violating legal boundaries. 

Organizations hire cybersecurity experts to perform penetration tests to ensure their 

systems comply with legal and ethical standards. 

3. Deterrence of Cybercrimes: 
Acts such as hacking, phishing, and malware distribution are penalized through 

significant fines and imprisonment. For instance, the U.S. Computer Fraud and Abuse 

Act (CFAA) was used to prosecute the Equifax data breach incident. 

Examples of Legal Responses: 
Ransomware attacks like WannaCry have prompted international collaboration to strengthen 

penalties against cybercriminals. Similarly, GDPR imposes fines for unauthorized data handling, 

such as Meta’s €1.2 billion fine for privacy violations in 2023. 

Conclusion: 
By enforcing accountability, computer misuse laws ensure a secure digital landscape. However, 

organizations must also balance stringent cybersecurity measures with respect for user privacy 

and rights. 

 

Q2. Comparison of ACM, IEEE, and British Computer Society (BCS) Codes of 

Ethics 



Introduction: 
Professional codes of ethics guide IT professionals in maintaining integrity, accountability, and 

public welfare. The ACM, IEEE, and BCS codes provide frameworks to uphold these values in 

diverse scenarios. 

Similarities Between the Codes: 

1. Commitment to Public Welfare: 
All three codes prioritize the protection of public interest by ensuring technology benefits 

society and prevents harm. 

2. Professional Integrity: 
They emphasize honesty, avoiding conflicts of interest, and delivering high-quality work 

that meets standards. 

3. Promotion of Knowledge: 
Professionals are encouraged to stay updated on emerging technologies and share 

knowledge responsibly. 

Key Differences: 

1. ACM Code of Ethics: 
Focuses on advancing technology responsibly with an emphasis on data privacy, software 

reliability, and harm prevention. It addresses global issues like fairness in AI systems. 

2. IEEE Code of Ethics: 
Highlights transparency, respect for others, and avoidance of false claims. The IEEE code 

also emphasizes sustainability in engineering practices. 

3. BCS Code of Conduct: 
Places greater emphasis on UK-specific legal compliance, fair competition, and 

promoting public trust in IT services. 

Conclusion: 
While these codes share core values, they cater to different regional and professional contexts. 

Understanding these frameworks helps professionals make ethical decisions, ensuring trust and 

reliability in their work. 

 

Q3. ACM/IEEE Software Engineering Code of Ethics on Accountability and 

Social Responsibility 

Introduction: 
The ACM/IEEE Software Engineering Code of Ethics emphasizes the dual responsibilities of 

software engineers: accountability for their actions and a commitment to benefiting society 

through ethical technology development. 

Addressing Accountability: 



1. Transparency and Communication: 
Engineers are obligated to disclose potential risks, system limitations, and ethical 

concerns to stakeholders. For example, if a system could harm users, this must be 

reported and addressed. 

2. Ownership of Mistakes: 
The code stresses the need for professionals to accept responsibility for errors in their 

work and take corrective action promptly. This accountability builds trust with clients 

and the public. 

3. Adherence to Standards: 
Professionals must follow established best practices, ensuring high-quality, reliable 

software that minimizes harm. 

Social Responsibility: 

1. Public Interest First: 
Decisions must prioritize societal welfare, even if they conflict with organizational or 

personal gains. 

2. Data Protection and Privacy: 
Engineers are required to respect user privacy and protect sensitive information from 

misuse. 

3. Inclusion and Accessibility: 
Developing systems that cater to diverse populations and reduce digital inequality is a 

key principle. 

Conclusion: 
The ACM/IEEE Code provides a comprehensive framework for fostering accountability and 

addressing societal concerns, ensuring technology serves humanity ethically and sustainably. 

 

Q4. Role of Ethics in Auditing IT Systems and Challenges for Auditors 

Introduction: 
Ethics plays a crucial role in auditing IT systems by ensuring evaluations are fair, transparent, 

and focused on accountability. Auditors act as guardians of organizational compliance, 

protecting sensitive data while identifying risks and inefficiencies. 

Ethics in IT Auditing: 

1. Impartiality and Integrity: 
Auditors must remain unbiased and conduct thorough evaluations, avoiding any conflict 

of interest. 

2. Confidentiality: 
Ethical auditors respect the privacy of sensitive organizational information, ensuring it is 

not misused or disclosed improperly. 



3. Ensuring Accountability: 
Audits verify compliance with legal standards, such as GDPR, and identify potential 

vulnerabilities in systems. 

Challenges Faced by Auditors: 

1. Complexity of IT Systems: 
Modern systems involve intricate infrastructures, making it challenging to detect hidden 

vulnerabilities or breaches. 

2. Rapid Technological Changes: 
Keeping up with evolving technologies and regulations requires continuous learning and 

adaptability. 

3. External Pressures: 
Auditors may face pressure from stakeholders to overlook certain issues, compromising 

their integrity. 

Conclusion: 
Ethical auditing is essential for maintaining trust and accountability in IT systems. Overcoming 

challenges requires adherence to ethical guidelines and fostering an environment of transparency 

and cooperation. 

 

Q5. Ensuring Compliance with Ethical and Legal Standards in IT Systems 

Introduction: 
Compliance with ethical and legal standards is critical for maintaining trust, protecting data, and 

ensuring organizational accountability. Organizations must implement systematic approaches to 

meet these requirements. 

Strategies for Ensuring Compliance: 

1. Governance and Policies: 
Adopting frameworks like ISO 27001 or GDPR ensures systems are designed to meet 

security and data protection standards. 

2. Employee Training: 
Regular training programs educate staff on ethical practices, such as handling sensitive 

data responsibly and avoiding insider threats. 

3. Monitoring and Auditing: 
Continuous monitoring of IT systems and periodic audits help identify and address 

compliance gaps. 

4. Incident Response Plans: 
Having a robust plan for managing breaches ensures accountability and minimizes 

impact. 



5. Encouraging Whistleblowing: 
Anonymous reporting systems enable employees to highlight unethical practices without 

fear of retaliation. 

Challenges in Compliance: 

1. Balancing Privacy and Security: 
Organizations often struggle to protect user data while implementing robust security 

measures. 

2. Evolving Regulations: 
Rapid changes in laws, such as data localization requirements, necessitate constant 

updates to systems and policies. 

Conclusion: 
Ensuring compliance with ethical and legal standards fosters organizational trust and protects 

stakeholders. By adopting proactive measures, organizations can meet regulatory requirements 

while promoting ethical practices. 

 


